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UFEDULTIMATE

The Premium
All-In-One Mobile
Forensic Solution

The UFED Ultimate is the complete solution for
mobile forensics, combining logical and
physical extraction, passcode recovery and file
system extraction. The UFED Ultimate supports
the widest range of mobile devices including
mobile phones, smartphones such as iOS,
Android, BlackBerry®, Symbian, Windows
Mobile and Palm, portable GPS devices and
handheld tablets. It includes the UFED Physical
Analyzer — the most powerful, feature-rich
extraction and analysis tool, and the UFED
Phone Detective for instant mobile phone
identification.

At a Glance

Performs physical, logical, file system extractions and
passcode recovery

Complete data extraction of existing, hidden and deleted phone
data, call history, SMS, contacts, email, media files, geotags,
passwords and more

Exclusive physical extraction and decoding for BlackBerry
NAND devices running OS 4, 5, 6 and 7

Android physical and file system extraction that bypasses
user/pattern lock and doesn’t require rooting

Physical extraction and password recovery from
iPhone/iPad/iPod devices running iOS 3.0+

Includes UFED Physical Analyzer, the most powerful decoding
and analysis tool for mobile forensics

Unrivalled phone coverage and compatibility

Location and GPS
Based Items

Physical extraction of GPS devices

Decoding of entered locations, GPS fixes, favorite locations,
GPS info

Recovery of deleted data such as GPS fixes

Extracts location information (such as Wi-Fi, cell tower and
navigation applications) from iPhone and Android devices
Extracts geotag visualization of location-based data on Google

Earth/Google Maps

Also Available in a
Ruggedized Edition

UFED Ultimate Ruggedized edition includes a protective rubber
casing for improved grip, rugged carrying case, and comes fully
equipped with all required accessories such as Faraday bag,
phone charger kit, integrated battery with up to five hours

operating time, multi card reader and much more.

RUGGEDIZED KIT STANDARD KIT




UFED Physical Features include:
An a | yzer e Enhanced Decoding - The most advanced decoding

capabilities, enabling support for multiple data types such

The UFED Physical Analyzer is the most powerful and as: chat, SMS, email, web history, SIM data, cookies, MMS,
extensive mobile forensic decoding, analysis and reporting tool locations, call logs, contacts and more.

there is available to date, exposing every segment of a device’s ® iOS Physical extraction, real-time decryption including
memory data. keychain and passcode recovery

In use by law enforcement, military and intelligence agencies ® Android physical and file system extraction including
around the world, the UFED Physical Analyzer brings the very recovery of the user pattern lock/PIN

latest software in mobile forensics analysis, decoding and @ Instant Search - A powerful Instant Search bar, which
reporting into an easy-to-use environment. locates keywords and numbers within the extracted data,

device information and file names, anywhere within the
UFED Physical Analyzer.

e Hash Calculation and Verification Function - The hash

calculation function enables users to trigger a verification
process which returns the relevant hashes (MD5, SHA256)
and compares them against the original hashes provided

along with the phone extraction.

Includes the
\. UFED Phone Detective

Memory Ranges

A software tool provided as part of the UFED
Ultimate kit, the UFED Phone Detective helps
investigators quickly identify mobile phones vendor
and model at the outset of the investigation,
eliminating the need to open up the phone and risk
phone lock. This is achieved by the user answering
up to 8 visual queries relating to the physical
attributes of the phone (form factor, brand, size,
etc.) or by entering the Type Allocation Code (TAC).
The Phone Detective then quickly identifies the

phone’s make and model.

Report Generator

KIT CONTENTS: UFED Device - Cable Kit - Power Supply - Carrying Bag - Cable Organizer - UFED Report Manager - UFED Physical Analyzer - UFED
Phone Detective software - User Manual - Cleaning Brush for Phone Connectors - Bluetooth Dongle - USB Flash Drive - Car Power Adapter - SIM ID
Cloning Cards x5 - MicroSIM adapter - UFED Protective Cover* - Ruggedized Carrying Case* - Battery Set* - Phone Charger Set* - Faraday Bag* SIM
ID Cloning Cards x 10* - UFED Memory Card Reader*

* Available in Ruggedized edition only



About Cellebrite

Founded in 1999, Cellebrite is a global company known for its technological breakthroughs in the

cellular industry. A world leader and authority in mobile data technology, Cellebrite established its

mobile forensics division in 2007, introducing a new line of products targeted to the law enforcement

sector. Using advanced extraction methods and analysis techniques, Cellebrite’s Universal Forensic

Extraction Device (UFED) is able to extract and analyze data from thousands of mobile devices,

including feature phones, smartphones, portable GPS devices and handheld tablets.

Cellebrite’'s UFED is the tool of choice for thousands of forensic specialists in law enforcement,

military, intelligence, security and government agencies in more than 60 countries.

Cellebrite is a wholly-owned subsidiary of the Sun Corporation, a listed Japanese company

(6736/JQ)

www.cellebrite.com

sales@cellebrite.com

HEAD OFFICE USA

Cellebrite Ltd. Cellebrite USA Corp.

94 Em Hamoshavot St. 266 Harristown Rd., Suite 105
Petah Tikva 49130 Glen Rock, NJ 07452

Israel USA

Tel: +972 3 926 0900 Tel: +1 201 848 8552

Fax: +972 3 924 7104 Fax: +1 201 848 9982
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GERMANY

Cellebrite GmbH
Vattmannstrasse 1

33100 Paderborn
Germany

Tel: +4952 51 54 64 90
Fax: +49 52 51 54 64 9 49

cellebrite

delivering mobile expertise
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